MyPharmAssist LLC Privacy Policy

Effective: May 17, 2022
This Policy was last revised May 17, 2022

MyPharmAssist LLC (“We,” “Us,” and “Our”) operates this and related websites and any
content made available from or through the websites, including any subdomains thereof, or any
related smartphone or mobile applications (the “Site” or “Sites”), and the Services offered on or
in relation to the Sites.

This Privacy Policy (“Policy”) describes what information we collect from individuals, why we
collect your information, how we use the information, and with whom we share it. This Policy
will also lay out your rights as a User. By visiting or using the Site or Services, you are
accepting the practices described in this Policy. We may amend this Policy at any time; if we
make changes to this Policy, we will post those changes on this page so that you are always
aware. Your continued use of the Site following any changes to this Policy will constitute your
acceptance of such changes. If you disagree with how we may use your information under this
Policy, you should not use the Site or Services.

1. Information We Collect

We collect information that users provide through registering on our Sites for our services that
identifies, relates to, describes, references, is reasonably capable of being associated with, or
could reasonably be linked, directly or indirectly, with a particular consumer, household, or
device (“Personal Information”).

“Non-Personally Identifiable Information” may be collected through tracking systems. This
includes information about your devices, including your IP address, location of the device,
browser information, operating system, usage data, pages you visited on the Site, tally page
views throughout our Sites, or other technical identifiers.

Category Examples Collected

A. Identifiers. A real name, alias, postal address, unique personal identifier, online identifier, YES
Internet Protocol address, email address, account name, Social Security number,
driver’s license number, passport number, or other similar identifiers.

B. Personal A name, signature, Social Security number, physical characteristics or description,  YES

information address, telephone number, passport number, driver’s license or state identification
card number, insurance policy number, education, employment, employment history,
bank account number, credit card number, debit card number, or any other financial
information, medical information, or health insurance information.

Some personal information included in this category may overlap with other
categories.
C. Protected Age (40 years or older), race, color, ancestry, national origin, citizenship, religion or ~ YES
classification  creed, marital status, medical condition, physical or mental disability, sex (including
gender, gender identity, gender expression, pregnancy or childbirth and related
medical conditions), sexual orientation, veteran or military status, genetic
information (including familial genetic information).
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D. Commercial Records of personal property, products or services purchased, obtained, or  YES

information. considered, or other purchasing or consuming histories or tendencies.
E. Biometric Genetic, physiological, behavioral, and biological characteristics, or activity patterns NO
information. used to extract a template or other identifier or identifying information, such as,

fingerprints, faceprints, and voiceprints, iris or retina scans, keystroke, gait, or other
physical patterns, and sleep, health, or exercise data.

F. Internet or ~ Browsing history, search history, information on a consumer’s interaction with a  YES
other similar website, application, or advertisement.

network

activity.

G. Geolocation Physical location or movements. YES
data.

H. Sensory data. Audio, electronic, visual, thermal, olfactory, or similar information. NO
L. Professional  Current or past job history or performance evaluations. YES
or employment-

related

information.

J. Non-public ~ Education records directly related to a student maintained by an educational NO
education institution or party acting on its behalf, such as grades, transcripts, class lists, student
information (per schedules, student identification codes, student financial information, or student

the Family disciplinary records.

Educational

Rights and

Privacy Act.

K. Inferences  Profile reflecting a person’s preferences, characteristics, psychological trends, NO
drawn from predispositions, behavior, attitudes, intelligence, abilities, and aptitudes.

other personal

information.

In market research studies, we may track what computers respond to a survey. This information
enables us to better provide Services and content and to respond to our users’ needs. It is also

used to

help our advertisers and sponsors to better understand the demographics of our audience.

2. How We Collect Data:
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Registration: Some Services require user registration. For the registration process, We
may require information such as, name, address, e-mail address, zip code, phone number
and other health information like age, medications, lab values, symptoms, and previous
medical history. By registering and consenting, you agree that we may send you emails
and other communications regarding information specific to our Service(s) or other
opportunities we may provide.

Video/telephone consultation and virtual questions: Any information entered or
verbalized into MyPharmAssist.org, the Site, is considered to be shared openly and with
your consent for use by MyPharmAssist LLC and/or third parties.

Market Research: When you participate in market research studies and surveys for us or
on behalf of third-party sponsors, in addition to the responses you choose to provide, you
may be asked to provide Personal Information.



Sponsored Services: You may utilize Services that feature third-party advertisements.
You may encounter such Services through the Site or in e-mail communications. You
may be asked to provide Personal Information which may be provided directly to the
third-party sponsor and/or used by us as described in this Privacy Policy. We may track
your use of Sponsored Services through cookies and web beacons.

Cookies, Web Beacons, and Other Tracking Technologies: Whether or not you
register to use the Site, cookies, web beacons, and other tracking technologies may be
stored on your computer and used to track activity. This enables us to understand how
visitors use our Sites, helps us improve the site for both users and advertisers, and
customize the content, offerings, services, and advertisements. Advertisers may include
their cookies, web beacons, or other tracking technologies within their advertisements on
the Site. Additionally, third party vendors, including Google, use cookies to serve third
party ads based on your prior visits to the Site. You can choose to disable or turn off
cookies or third-party cookies in your web browser at any time. However, please be
aware that some of our Services will not function fully if your browser does not accept
cookies.

3. Why We Collect Personal Information

We may use your information for any lawful business purpose, including, but not limited to:
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To respond to your questions;

To confirm or fulfill purchase and/or registration requests;

To provide to you the services, subscriptions, or information you requested;

To send you information about third party services through pop-ups, banners, and emails;
To target advertising and marketing communication to your interests and geographic
location;

To conduct and administer tests, surveys, sweepstakes, competitions and/or similar
promotions;

To display content we think may be of interest to you and customize your visit to the Site
and with communications;

To notify you about website maintenance, updates, and new features;

To contact you as needed to inform you of updates to or to address a suspected violation
of the Terms of Use, this Privacy Policy, or any other rules or policies applicable to the
Site;

To get your feedback to assess user-satisfaction or other needs and interests;

To perform information analysis, compliance audits, and data metrics;

To evaluate the use and the effectiveness of the Services that we offer which can include
the effectiveness of content, advertising, or programs; and to help us create new tools,
features, and services and improve our Site, content, and Services;

To maintain archival records of your participation for historical and research purposes,
subject to retention limits imposed by applicable laws;

To comply with applicable laws, rules, or regulations; and

Otherwise in rendering, administering, and improving the Site, our Services, and our
business.



4. Who We May Share Data With

We may share your information with:

Business Administration: We use third party service providers that help facilitate,
manage, and/or analyze our Services (including web servers, cloud storage systems and
service providers, support teams, web analysis, and others). These companies are
authorized to use your Personal Information and Personal Health Information only as
necessary to provide these Services are subject to contractual obligations to maintain such
information confidential subject to certain exceptions. However, these third parties
operate under their own privacy policies, and we are not responsible for those policies.
Legal Requirements: We may share your information as necessary to comply with
applicable legal requirements such as a law, regulation, search warrant, subpoena, or
court order legal requirements, as is necessary and permitted by applicable laws to protect
and defend our rights or the rights of our users or third parties; or as is permitted under
applicable laws to meet national security and similar requirements.

Subsidiaries, Affiliates, Business Transfers: We may share any information that is
collected with our subsidiaries and affiliates subject to the terms of this Policy. We
reserve the right to disclose, share, or otherwise transfer any information to our affiliates
or to a third party in a corporate merger, acquisition, consolidation, the sale of
substantially all our assets, or other fundamental corporate change, whatever form it may
take.

Voluntary Consent: We may share your information to the extent you have voluntarily
agreed or are clearly notified of and consent to by using the Services or as otherwise set
forth in this Policy.

Market Research: If you consent to participate in a market study or survey, the
information you provide is intended to give specific anonymous feedback to third parties.
When you take part in such market research studies, your identity as a participant may be
shared but your contact information will not be disclosed, and your answers will remain
anonymous. Collected information will not be shared in a manner that is correlated to
your Personal Information. However, if you receive payment for your participation, we
may be required to share your Personal Information with the Sponsor of the study for
their bookkeeping records and reporting requirements.

Advertisers and Sponsors: We may provide your Personal Information and/or Non-
Personally Identifiable Information with our current or prospective advertisers and other
business partners. This may include your name, your specialty, your e-mail address,
and/or some information so that the advertiser may evaluate your engagement as well as
the performance of its campaign.

5. Retaining the Information
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We retain Personal Information and Personal Health Information in accordance with our general
practices and as required or permitted by law. We will store your Personal Information and
Personal Health Information only for as long as is required to fulfill the purposes set out above.

6. Third-Party Sites.

Our Sites may provide links to third party websites and resources. Such links are provided as a
convenience to you and for informational purposes only. We do not endorse them and are not
responsible for and cannot control these third-party websites and resources, and are not
responsible for their availability, content, or delivery of services. Additionally, our Sites may
contain social media widgets including Twitter, Facebook and LinkedIn, and other features that
may collect data and/or utilize cookies. Third party sites and resources are not bound by this
Policy; they may have their own policies or none at all. We encourage you to read such other
third-party websites’ privacy policies.

7. Opt-in

When you register with us, you may be prompted to opt-in to additional Service(s). Opting-in
means you agree and consent to receive information relevant to the Service you selected,
whether it is sent directly by us or sent by us on behalf of our advertisers. You may unsubscribe
from the opt-in lists at any time by following the unsubscribe instructions contained at the end of
the e-mail you receive.

8. Children’s Privacy

We are committed to protecting the privacy of children. The Website and Services are designed
and intended for use only by individuals 18 and up. We do not collect personally identifiable
information from any person we know is under the age of 18.

9. Security.

While we will maintain the security of Personal Information and Personal Health Information,
and protect the integrity of such information, with a commercially reasonable degree of care, we
cannot guarantee the security of any information you disclose online. If a breach occurs, we will
take action to stop further data loss or unauthorized access, investigate how the breach occurred,
and when appropriate contact law enforcement and/or government agencies. We do not make
any warranty, express, implied, or otherwise, that we will be able to prevent loss, misuse,
unauthorized access to, or alteration of information you provide to us. We disclaim any and all
liability for unauthorized access or use or compromise of your Personal Information or Personal
Health Information to the maximum extent permitted by applicable laws. You make any
disclosure of information to us at your own risk.

10. Notice to Nevada Residents
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Nevada residents have the right to opt-out of the sale of your personal information, including
your first and last name; home or other physical address; e-mail address; phone number; and any
identifier that enables you to be contacted online. To make this request, Nevada residents may
contact us at

MyPharmAssist LLC
PO Box 484
Lewis, NY 12950.

11. Notice to California Residents

Under the California Shine the Light law, California residents have the right to ask us if we have
shared personal information with third parties for their direct marketing purposes once per
calendar year. To make a request, California resident may contact us at:

MyPharmAssist LLC
PO Box 484
Lewis, NY 12950

Consumer Rights Under the California Consumer Privacy Act:

1. You have the right to request that we disclose to you what personal information we
collect, use, disclose, and sell during the preceding 12 months;

2. You have the right to request that we delete any of your personal information;

3. You have the right to opt-out of the sale of your personal information by emailing
admin@mypharmassist.org. You have the right to equal service and price for services in
the event you choose to exercise your right under this section of the Privacy Policy.

Right to Disclose
You have the right to request the following information:

1. The categories of your personal information that we collected and sold or shared for a
business purpose;

2. The sources from which we collected your personal information;
3. The third parties with whom we shared or sold your personal information;
4. The business purpose; and
5. The specific personal information we collected from you.
Right to Delete

You have the right to request that we delete any of your personal information that We collected
from you and retained, subject to certain exceptions. Once We receive your request and confirm
your identity, We will review your request to see if an exception allowing us to retain the
information applies. We may deny your deletion request if retaining the information is necessary
for us or Our service provider(s) to:
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Complete the transaction for which we collected the personal information, provide a good
or service that you requested, take actions reasonably anticipated within the context of our
ongoing business relationship with you, fulfill the terms of a written warranty or product
recall conducted in accordance with federal law, or otherwise perform our contract with
you.

Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal activity,
or prosecute those responsible for such activities.

Debug products to identify and repair errors that impair existing intended functionality.
Exercise free speech, ensure the right of another consumer to exercise their free speech
rights, or exercise another right provided for by law.

Comply with the California Electronic Communications Privacy Act (Cal. Penal Code §
1546 et. seq.).

Engage in public or peer-reviewed scientific, historical, or statistical research in the public
interest that adheres to all other applicable ethics and privacy laws, when the information’s
deletion may likely render impossible or seriously impair the research’s achievement, if you
previously provided informed consent.

Enable solely internal uses that are reasonably aligned with consumer expectations based on
your relationship with us.

Comply with a legal obligation.

Make other internal and lawful uses of that information that are compatible with the context
in which you provided it.

To honor your access or deletion request, you must provide us with enough information to
reasonably verify you are the person about whom we collected personal information or an
authorized representative of that person. We will confirm receipt of your request within 10 days
and respond to requests for access and deletion within 45 days if we are able to verify your
identity based on the information you have provided.

Right to Opt-Out

You

have the right to direct us not to sell your personal information at any time. We do not sell

personal information of consumers.

To make an above request, California residents may contact us at

MyPharmAssist LLC
PO Box 484
Lewis, NY 12950.

Non-Discrimination

We will not discriminate against you for exercising any of your rights. Unless permitted by the
CCPA, we will not:

Deny you goods or services;
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e Charge you different prices or rates for goods or services, including through granting
discounts or other benefits, or imposing penalties;

e Provide you with a different level of quality of goods or services; or

e Suggest that you may receive a different price or rate for goods or services or a different
level of quality of goods or services.

13. Contact Information

Please contact us with any questions regarding this Privacy Policy or the processing of your
Personal Information at:

MyPharmAssist LLC

PO Box 484
Lewis, NY 12950
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